
ViewSonic  
vCast Security Testing Report (vCast 資安測試報告) 

 
The test is conducted on 16th November,2023 with the environment setting up on the testing 
machine on following specification on network capture: 
 
Testing Devices: 
Android: ViewSonic Interactive IFP: IFP8652 
Windows: Windows 10 22H2 on VM 
 
The specification of the network capture machine (網路封包測試機器) 

Wireshark version:  4.0.10 (v4.0.10-0-gf5c7c25a81eb) 
Python3 version:  3.11.6 
OS version:   macOS 13.5.2 
Memory:  16 GB 
CPU:   Apple M2 
 
To ensure integrity and security of the self-developed tool, the tool had been scanned with 
following reports: 
 
Tools: 
The ViewSonic self-developed tool used to figure out the distinct record on IP and their location 
through (ipinfo) in the PCAP file  
https://tinyurl.com/yve3vzez 
 
Source-code scanning report: 
https://tinyurl.com/yorpe78o 
 
..................Column Break..................The testing mainly for scoping vCast software on ViewSonic 
IFP had security assessments on Windows-Based Agent, Android Receiver and Network 
captures. Such testing had been successfully done on 16th November 2023 10:00-13:10(Taipei 
Time) and the result as follows: 
 

(此資安檢測的範圍為 ViewSonic IFP 上面的 vCast 軟體包含 Windows 版本，安卓版本，以

及傳送的網路封包的資訊安全。此測試執行日期為台北時間 2023 年十一月十六日上午十

點至下午一點十分，並經由 Bureau Veritas 公司專業資安專家在旁檢視並確認檢測結果。) 

 
1) Windows Agent (vCastPro - Windows 版本) 

vCastPro version: 3.5.851 
Result: As expected, and passed the Windows Defender with no vulnerability as screen 
capped below(測試結果通過，經微軟資安工具掃描結果沒有漏洞): 

https://tinyurl.com/yve3vzez
https://tinyurl.com/yorpe78o




 
In the testing besides vCast.exe, we also found there are 3 other exe/msi file that on the 
directory. The Bonjour.msi/Bonjour64.msi/AutoHomeServer.exe was marked clean in 
VirusTotal. 
(此測試包含除 vCast.exe 之外的目錄內另外 3 個執行檔，經專業資安工具 Virustotal

檢驗後均無資安風險疑慮)： 

 



 

 
Second, the IP address linking in the report are checked and only connect to CDN 
networks:(執行檔的 IP 連結均為美國，非連結至中國) 





..................Column Break..................2) Android APK with following info (vCast 安卓版本) 

vCastReceiver_v2.4.1114_4 in 1-2.apk.1_signed.apk 
MD5     = db97a0c1040c8301b5fa3e6617b3d467 
SHA256  = ba501cfe2e4ded9d31b4d6c22668fc309698dcb653f5e86e4e1164f071be52af 
The MobSF version used as below: 



 
Result: As expected, and passed the test as the screen cap below (通過，透過 APP 資安

掃描工具 MobSF 掃描結果並無資安漏洞): 

 
 
3)  Network capture file with hash 
Pcap1: 20231116-1038.pcapng 
MD5: b254b18182d16acb97e520461eba6acd 
Pcap2: 20231116-1109.pcapng 
MD5: 086bcfe3325453254eaa7f9dbc705a84 
 
Pcap3: 20231116-1140.pcapng 



MD5: b4131643c8e9c922dbd1033ccf61fec5 
 
Pcap4: 20231116-1210.pcapng 
MD5: 3eefa8c4b635f438303bb1c161f2b0a1 
 
Result: all PCAP file captured the transaction and test result as expected in the plan 
The distinct list of IP in such list as below(測試結果：所有網路封包測錄結果正常，IP

結果如下，均無中國 IP): 

 







 
 


