ViewSonic
vCast Security Testing Report (vCast EZ-HE )

The test is conducted on 16" November,2023 with the environment setting up on the testing
machine on following specification on network capture:

Testing Devices:
Android: ViewSonic Interactive IFP: IFP8652
Windows: Windows 10 22H2 on VM

The specification of the network capture machine (48E&EHELHIE&ES)
Wireshark version:  4.0.10 (v4.0.10-0-gf5c7c25a81eb)

Python3 version: 3.11.6

OS version: macO0S 13.5.2
Memory: 16 GB

CPU: Apple M2

To ensure integrity and security of the self-developed tool, the tool had been scanned with
following reports:

Tools:

The ViewSonic self-developed tool used to figure out the distinct record on IP and their location
through (ipinfo) in the PCAP file

https://tinyurl.com/yve3vzez

Source-code scanning report:
https://tinyurl.com/yorpe78o

.................. Column Break..................The testing mainly for scoping vCast software on ViewSonic
IFP had security assessments on Windows-Based Agent, Android Receiver and Network
captures. Such testing had been successfully done on 16™ November 2023 10:00-13:10(Taipei
Time) and the result as follows:
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1) Windows Agent (vCastPro - Windows fxAX)
vCastPro version: 3.5.851
Result: As expected, and passed the Windows Defender with no vulnerability as screen

capped below(HIEA&E R - LPIEE % T B fmimss R A RIE):


https://tinyurl.com/yve3vzez
https://tinyurl.com/yorpe78o
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In the testing besides vCast.exe, we also found there are 3 other exe/msi file that on the
directory. The Bonjour.msi/Bonjour64.msi/AutoHomeServer.exe was marked clean in
VirusTotal.
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Second, the IP address linking in the report are checked and only connect to CDN

networks: (B TAEHY IP G o5 E > JREGEE P




Geolocation data from (Product: DB6, 2023-8-1)

& IP ADDRESS: 20.99.186.246 ISP: Microsoft Corporation

@ COUNTRY: United States ™ ORGANIZATION: ot available

REGION: Washington LATITUDE: 472345

m CITY: Quincy

LONGITUDE: -119.8526

0~

Geolocation data from (Product: AP, real-time)

& IP ADDRESS: 20.99.186.246 ISP: Microsoft Corporation

@ COUNTRY: United States ™ ORGANIZATION: Microsoft Corporation

microsoft.com
REGION: \\/ashington | |
LATITUDE: 47.1301
ﬁ CITY: Moses Lake
LONGITUDE: -119.2781

e # -

Geolocation data from (Product: DB6, 2023-8-1)

& IP ADDRESS: 20.99.133.109 ISP: Microsoft Corporation

@ COUNTRY: United States ™ ORGANIZATION: Not available

LATITUDE: 47.2345

REGION: \\ashington

m CITY: Quincy

LONGITUDE: -119.8526

e 0~

Geolocation data from (Product: API, real-time)

&
&
2

IP ADDRESS: 20.99.133.109 ISP: Microsoft Corporation

COUNTRY: United States ™ ORGANIZATION: Microsoft Corporation

(microsoft.com)
REGION: \Washington
LATITUDE: 47.1301
CITY: Moses Lake
LONGITUDE: -119.2781

e =~



Geolocation data from (Product: DB6, 2023-8-1)

& IP ADDRESS: 192.229.211.108

§ 'SP: Edgecastinc.
@ COUNTRY: United States ™ B ORGANIZATION: ot available
REGION: California . LATITUDE: 339721
ﬁ CITY: Los Angeles . LONGITUDE: -118.4303

Geolocation data from (Product: API, real-time)

& IPADDRESS: 192.229.211.108 ISP: Edgecast Inc

@ COUNTRY: (nited States ™ ORGANIZATION: Edgecast Inc. (edg.io)

REGION: (alifornia

m CITY: Culver City

LATITUDE: 335728

e 0~

LONGITUDE: -1184276

Geolocation data from (Product: DB6, 2023-8-1)

& IP ADDRESS: 104.86.182.43 § 'SP: Akamai Technologies Inc.
@ COUNTRY: United States ™ ? ORGANIZATION: Not available
REGION: \\ashington @& WATITUDE: 476043

@ CITY: Seattle . LONGITUDE: -122.3298

Geolocation data from (Product: API, real-time)
IP ADDRESS: 104.86.182.43 i ISP: Akamai International B.V.
COUNTRY: United States ™ ‘g ORGANIZATION: Akamai Technologies, Inc.

(akamai.com)
REGION: \Vashington

. LATITUDE: 476062

B H b

CITY: Seattle
. LONGITUDE: -122.3321

.................. Column Break..................2) Android APK with following info (vCast ZZELR4A)
vCastReceiver_v2.4.1114 4 in 1-2.apk.1_signed.apk
MD5 =db97a0c1040c8301b5fa3e6617b3d467
SHA256 =ba501cfe2e4ded9d31b4d6c22668fc309698dcb653f5e86e4e1164f071be52af
The MobSF version used as below:



REST API Key: 520a6564282a84883496b7eelf93b6d89d4ff8676bb922bd01c95cd423e7993F

Migrations for 'StaticAnalyzer':
mobsf/StaticAnalyzer/migrations/0001_initial.py
— Create model RecentScansDB
— Create model StaticAnalyzerAndroid
- Create model StaticAnalyzerIOS
— Create model StaticAnalyzerWindows
— Create model SuppressFindings

N

Result: As expected, and passed the test as the screen cap below (% > 3 APP &%
frfi 1B MobSF ffii&h Fll i & 22 ) )

& Safari File Edit View History Bookmarks Window Help
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3) Network capture file with hash
Pcapl:20231116-1038.pcapng

MD5: b254b18182d16ach97e520461ebabacd
Pcap2:20231116-1109.pcapng

MD5: 086bcfe3325453254eaa7f9dbc705a84

Pcap3:20231116-1140.pcapng



MD5: b4131643c8e9c922dbd1033ccf6lfecs

Pcap4:20231116-1210.pcapng
MD5: 3eefa8c4b635f438303bb1c161f2b0al

Result: all PCAP file captured the transaction and test result as expected in the plan
The distinct list of IP in such list as below(HIE 455 @ FrA 4R EMEREEGE R IEE 2 IP
GEFANT - HEE IP):



20231116-1038

IP Country
0 52.218.220.56 US
1| 3.33.230.82 us
2 | 75.2.66.225 UsS
352.177.138.113 US
4  20.212.88.141 SG
515.197.229.245 US
6  35.71.150.102 US
7 52.218.237.152 US
8 | 52.223.2.212 UsS
9| 52.29.145.193 DE
10| 172.217.160.99 TW
11| 142.251.42.234 TW
12 | 142.251.42.227 TW
13| 172.217.163.46 TW
14 | 142.251.43.14 TW
15| 23.92.19.217 UsS
16 | 97.64.45.39 us
17 | 23.100.46.198 US




20231116-1109

IP Country

0 | 52.223.2.212 US
1| 23.100.46.198 US
2 | 15.197.229.245 US

20231116-1140

IP Country

0 52.223.2.212 US
1| 23.100.46.198 US




20231116-1210

IP Country

0 52.223.2.212 | US
1| 23.100.46.198 US

2 | 3.33.230.82 US



